
ITIL

Not an agile process

There are restrictions around 
Government Procurement

IDPs don’t work the way GDS work

GDS doesn’t trust IDPs so they 
need to be checked

IDP onboarding experience map
GOV.UK Verify

What is this document for?
Showing what activity is involved in the Identity Provider (IDP) onboarding / gating process. Showing the meetings, documents and other 
digital touchpoints between GDS and IDPs. Showing what and where the pain points are.

Who is this document for? 
Verify SMT. Teams working to improve the IDP onboarding process. Anyone wanting an overview of IDP onboarding.

Invitation to tender

TOUCHPOINTS

GDS ACTIVITY

IDP ACTIVITY

PAIN POINTS

Contracting

Framework Agreement / Request for 
Tender document

Invitation to tender

Market engagement

Select the ones that are best

Buy a result from IDPs

GATING PROCESS

Service Delivery Requirements 
(SDR), Good Practice Guides (GPS) 
44 and 45, PKI and Ops Manual

Ensure confidence in the agreement

Share all documentation

The SDR has become unwieldy over 
the last few years

IPV and OPS are measurable and 
therefore contractual.

Respond to tender

Contract issued

GDS buy an outcome, contractually

We propose solutions to problems 
contractually

Rather than get commitment to solve 
any problem themselves

Contract

Review the Delivery Plan document

Submit the Delivery Plan to GDS

Summarise intention to meet gates

Delivery plan

Organise and coordinate IPV and UX 
surgeries

Attend surgeries

Pain points that run 
throughout the whole 

gating process

Kick-off meetings (non-binding)

Sign contract 

Email Service Contract to GDS

IPVs are not sure what to expect from 
the gating process

Some IDPs submit reams of 
documents and expect GDS to find 
answers to our questions somewhere 
within

The relationship between GDS and 
IDPs

Team availability and scheduling

IDPs changing plans / schedules and 
have unrealistic timelines

To and fro on email between GDS 
and IDPs

Interdependence and order of gates

It’s not easy to change the process

What if we miss something?

Not enough collaboration between 
gating teams

People don’t know why they are 
doing things

We don’t record what we are doing

We don’t want to take a ‘we know 
best’ attitude because IDPs might just 
walk away

Service 
Contract

Approve the Test Plan

Perform system integration testing

Reserve the right to see testing

Visit IDPs to watch testing

Submit the Test Plan 

Supply test scripts

Send the results of the testing to GDS

Contract  in place with Data Services

The IDPs have to keep going until 
they get it right

We hit IDPs revenue stream by 
changing IPV stuff

Test Plan and 
test scripts

Assess whether IDP have planned to 
include adequate research and 
iteration

Facilitate discussion to avoid obvious 
mistakes

Provide a plan for research and 
design including a testing strategy

UX requirements are not clear to 
IDPs

It’s unclear why UX has a ‘Gate 0’ but 
the other 3 gates start from 1

UX gating is not taken as seriously as 
the other gates (IPV, tech, etc.)

Anything that has been gated during 
LOA2 cannot be gated again

It’s not always easy to find out which 
parts have been gated before

If something has been recommended 
(not a required change), and not 
followed, does that mean it has been 
gated before? Even if it turns out to 
be problematic during the next round 
of gates?

There is a fear that we could be sued 
if we raise issues we should not raise

What’s the difference between gating 
and research? That frustrates IDPs

Some IDPs are just bad at code and 
UX

Conditions precedent means that 
we’ve contractually passed UX 
already

Testing strategy

Expert review of the prototype 
journeys

Provide IDP with MOSCOW 
recommendation

Provide access to the proposed user 
journey via an interactive prototype or 
test platform

Provide Accessibility Audit report

Fix the ‘Must Dos’

Getting GDS access to the prototype

This gate is dependent on the IPV 
gate

If the IPV logic changes, the UX 
gates have to happen again

Timelines then have to shift

We don’t know when we have to 
re-gate

IDPs don’t make changes they agree 
to make

Accessibility is not understood by 
IPDs

HTML code is not reviewed - GDS 
cannot see if HTML has changed 
between rounds

We try each prototype a thousand 
times to figure out the journeys, and 
then we often still need a call to 
discuss it

There are definitely many different 
combinations of evidence, so a 
straightforward flow is impossible for 
most of them

Prototype

Facilitate lab testing (in the GDS lab)

Prepare the UX report with 
MOSCOW recommendation and 
send it to the IDP

Provide linguistics - e.g. Welsh

Attend lab testing

Fix the ‘Must Dos’

This gate in particular takes a long 
time to complete due to lab days and 
written reports

Gate 2 is very resource intensive

Not all IDPs can test on their own

GDS have to do more QA at the end - 
after the gating process

Pre-existing LOA2 issues have an 
impact on testing

Waivers add complexity

IDP products have a poor user 
experience after gating

IDPs don’t deliver on time which then 
has a domino effect on timely gating

Lab testing

PEOPLE INVOLVED
(GDS & IDP)

● Operations
● Security
● Research
● Service design
● Tech
● Commercial
● Legal
● Executive
● Fraud
● Risk
● Cyber security

Consultation period Align the IDP approach to IPV standards (fit for purpose)

    IPV GATE 1

GDS reviews high level System 
Design (a document explaining how it 
will work) and Traceability 
Questionnaire

Submit high level System dDesign 
including system flows

IDPs are becoming slack

Coordinating IPV experts

System Design 
Document

Traceability 
Questionnaire

    IPV GATE 2

Meetings

Ensure it’s accessible and easy to use

    UX GATE 0

Discussions

    UX GATE 1     UX GATE 2

UX Report

Issue the UX report with PASS or 
FAIL. Head of product / SMT set the 
threshold and make the final decision 
about whether to pass the IDP

Waivers are introduced

Fix the ‘Must Dos’ and submit journey 
again until the product passes

There is disagreement within GDS 
about whether the IDP should pass 
the UX gate

Waivers add complexity

Waivers issued but not acted on

Legal ambiguity about what requires 
a waiver

Ambiguity over what part of the user 
journey has previously been gated

There is a legal ambiguity around 
passing UX gates

There is a poor working relationship 
between GDS and IDPs

We have a significant % dropout in 
our own hub which frustrates IDPs

UX Report

Check the plan and the validity of the 
architecture. Did they do what they 
said they would? Any exceptions?

Check the IDP can provide SAML 
messages

Produce Tech Plan

Define how they will run the tests

Run the tests

Coordinating tech experts

Tech Plan

Use Compliance Tool to see info on 
test runs

Review test results

Document the test results

Getting info on test runs from the 
Compliance Tool is not user friendly

There is confusion over what tests 
IDPs should and shouldn’t pass 
based on historical conversations or 
waivers

Lack of clarity about why some tests 
exist in the compliance tool and 
whether they are relevant to particular 
IDP implementation

Compliance 
Tool

Test results

Gives an insight into the maturity of 
their operations and signals to areas 
to probe

Forces IDPs to think about operating 
the service from the get go

Incident management

Finding people to do it

The work is intensive for GDS

Lots of reading so when a mass of 
different docs from different IDPs 
turned up at once outside dates in 
plan, pressure to review in 
reasonable time

Getting all the docs in place 
(especially for some IPD) on time with 
their plan.

IDPs don’t meet their plan

Ops 
documentation

Understanding of the process

Confidence testing

Connect to Verify in private beta (not 
production)

Contract confusion around 
confidence testing

Connection requirements not clear 
across the team exacerbated by short 
notice requests and lack of clarity 
from SMEs

Understanding of process only by the 
time GDS had done a couple 

Process knowledge is not written 
down anywhere

Getting IDP services to work against 
the compliance environment

Getting IDP’s heads round PKI and 
which cert goes where (they each 
need 5 certs per environment)

    UX GATE 3     TECH GATE 1     TECH GATE 2

Can they speak SAML?

Exercises and rehearsals

Probe the plan / actual ops in reality

Produce a presentation of stats etc

Provide a Subject Matter Expert 
(SME)

Linguistics and Privacy

Only new IDPs pass through this gate

Getting to meet and talk to the right 
people, rather than just the 
programme / project staff

Request and review Ops Model / 
Privacy Policy / T&Cs / customer 
support training / Complaints process

Sign off Conditions Precedent

Provide all documentation

Getting IDPs to provide all the 
documents, especially Privacy Policy 
and Complaints Process.

Fast turn around on T&Cs and other 
documents bu only once GDS 
actually got them

Testing - required lots of coordination 
and fast turn around which was 
easier for some than others

Conditions Precedent - knowing the 
contract requirements and supplying 
all the documents etc.

Ops 
documentation

Conditions 
Precedent

Make the IDP live

Just a matter of one release to enable

Go live

The IDP comes out of the onboarding 
process

Using the right email address for the 
specific issue

Live service

This was never really followed 
through on in a formal sense

As the IDP team and service 
manager had worked so closely with 
the IDPs during the process, the level 
of interaction continued(s) to be pretty 
high, so the services were constantly 
evolving, which was more to the point

Given that Verizon had to be taken off 
the hub, nine months later, you could 
say it was nine months before a 
service’s onboarding was complete

Uncertainty and some IDPs  forgot 
about this ‘gate’

Sign things

Issue waivers

Sign things

Contractual stuff at the end takes a 
long time

Not sure how to enforce waivers

More contracts Waivers

    OPS GATE 1     OPS GATE 2     OPS GATE 3     OPS GATE 4a     OPS GATE 4b     OPS GATE 5

Can they support the thing they’ve built? Tie up loose ends Significant change

Re-gating

Re-gating

Definition of ‘Significant change’

Re-gating IDPs when they are adding 
and changing features

Not all gates are necessary for 
significant change

Significant change is a subjective 
term

Pain points that run 
throughout the UX 

gating process

    IPV surgery - couple of days

    UX surgery - couple of days

    IPV GATE 1 - Can take 2 months

    UX GATE 0 - 1 or 2 days     UX GATE 1 - 1 week

GATING ORDER
AND TIMESCALES

    TECH GATE 1

    UX GATE 2 - 2 weeks

    OPS GATE 1     OPS GATE 2     TECH GATE 2     IPV GATE 2 - Up to 6 weeks

    UX GATE 3 - 1 or 2 days     OPS GATE 4a     OPS GATE 4a

    OPS GATE 3 - Not for LOA1     OPS GATE 5 - Not for LOA1

    SURGERIES


